ITocranosaenne IlpaBurenscrea P® ot 17 HosiOpst 2007 r. N 781 "O0 yrBepxkaeHun
IToJs10:xeHnst 00 oOeciedyeHnn 6€30MACHOCTH NEPCOHATBHBIX JAHHBIX NPU UX 00padoTke B
HHPOPMAIMOHHBIX CHCTEMAX NMEePCOHAIBHBIX JaHHBIX"

B cootBercTBHE co cTaThell 19 denepanpHoro 3akoHa "O nepcoHaNbHBIX JAHHBIX"
IIpaButensctBO Poccuiickoit deneparuu MocTaHOBIISIET:

1. YTBepauts npuiiaraemoe [lomoxxeHue o6 obecrieueHnn 6€30MaCHOCTH EPCOHATBHBIX JaHHBIX
npy UX 00paboTke B MHYOPMAITMOHHBIX CUCTEMaX MEPCOHATBHBIX JaHHBIX.

2. ®enepanbHOl ciryx0e 6e3omacHoctu Poccuiickoit @eneparuu u enepanbHOl Ciryx0e 1Mo
TEXHUYECKOMY U IKCIIOPTHOMY KOHTPOJIIO YTBEPAUTH B MpEiesiax CBOEH KOMIETEHIIUU B 3-
MECSIYHBIN CPOK HOPMATHBHBIE PABOBbIE aKThl U METOANYECKHE JJOKYMEHTBI, HEOOXOIUMBIE /IS
BBITNIOJIHEHMSI TPEOOBaHUH, MpeaycMOTpeHHBIX [lo0keHnem, yTBepKI€HHBIM HACTOSAIUM
IIOCTaHOBJICHUEM.

[Ipencenarens IIpaBurensctBa Poccuiickoit deneparuu
B. 3yb6xoB
Mocksa
17 rHost6ps 2007 T.
N 781

IToJs10:xeHne 00 oOecnieyeHNN 6€30MACHOCTH NEPCOHATBHBIX JAHHBIX IPU UX 00padoTKe B
HH(GOPMANMOHHBIX CHCTEMAX NEePCOHAJbHBIX AAHHBIX (YTB. IOCTAHOBJIEHHEM
IpaButeancrBa P® ot 17 Hostops 2007 r. N 781)

1. Hacrosimee [onoxenue ycranaBiauBaeT TpeOOBaHUS K 00ecrieueHnI0 0€30MacHOCTH
NEPCOHANBHBIX JaHHBIX MPH UX 00paboTKe B MHPOPMALIMOHHBIX CHCTEMaX NepCOHATBHBIX
TAHHBIX, IPEICTABISIONINX cO00I COBOKYTHOCTh MEPCOHANBHBIX JAHHBIX, COJIEPIKALIINXCS B
0a3ax JaHHBIX, a TAK)Ke MHOOPMAITMOHHBIX TEXHOJIOTUH U TEXHUYECKUX CPEJICTB, MO3BOJISIOMINX
OCYUIECTBIIATH 00Pa0OTKY TaKMX MEPCOHAIBHBIX JAHHBIX C UCTIOJIb30BAaHUEM CPEICTB
aBTOMATH3aIMH (J1anee - ”HPOPMAIMOHHBIE CUCTEMBI).

[Tox TeXHUYECKMMHU CPECTBAMH, TO3BOJIIOLIMMHU OCYIIECTBIATh 00paObOTKy NMEePCOHATBHBIX
JTAHHBIX, TIOHUMAIOTCSI CPEICTBA BBIYMCIUTEIHHON TEXHUKH, HHPOPMAIIMOHHO-BBIUYNCIIUTEIEHBIC
KOMILJIEKCHI ¥ CETH, CPEJICTBA U CHCTEMbI Ilepeiaut, mprueMa 1 00paboTKU NepCOHATbHBIX
JAaHHBIX (CPEICTBA U CUCTEMBI 3ByKO3aIIUCH, 3ByKOYCUJICHHUS, 3By KOBOCIIPOU3BEICHUS,
NIEPErOBOPHBIE U TEJIEBU3HOHHBIE YCTPOUCTBA, CPEICTBA U3TOTOBJICHHUS, TUPAXKUPOBAHUS
JOKYMEHTOB H JIpyTHe TEXHHYECKHE CpeCcTBa 00pabOTKM peueBoH, rpaduaeckoi, BUIEO- 1
OyKBEHHO-LIU(PPOBOK MHPOPMALIUH), IPOTPAMMHBIE CPEACTBA (ONEPALMOHHBIE CUCTEMBI,
CHCTEMBI yTpaBiieHus 0a3aMU TaHHBIX U T.I1.), CPEACTBA 3aIIUTHI HHPOPMALIUH, IPIMEHSEMbIC B
UH(POPMALMOHHBIX CHCTEMAX.

2. be3omacHoCTh NEPCOHAJIBHBIX JAHHBIX JOCTUTACTCA IIYTEM UCKIFOUYCHUA
HCCAHKIIMOHUPOBAHHOI'O, B TOM YHUCJIC CHy‘I&fIHOFO, A0CTyIa K NICPCOHAJIIbHBIM TaHHBIM,



PE3YJIBTATOM KOTOPOI'0 MOXKCT CTAaTh YHUUYTOXCHUC, U3BMCHCHHUC, 6J'IOKI/Ip0BaHI/IC, KOITMPOBAaHUC,
PacCIpoOCTPpaHCHUC ICPCOHAIIBHBIX JaHHBIX, a4 TAKKC MHBIX HCCAHKITNOHUPOBAHHBIX ,Z[GI\/'ICTBI/II\/'I.

be3onacHoCTh nMepcoHaNbHBIX JaHHBIX MPU UX 00paboTke B MH(GOPMAIIMOHHBIX CHCTEMAX
obecrneunBaeTcs ¢ MOMOIIBIO CHCTEMBI 3aIIUTHI IIEPCOHATBHBIX JTaHHBIX, BKIIOYAIOICH
OpraHM3aIMIOHHbBIE MEPHI U CPEJCTBA 3aIIUTH HHPOPMAIMH (B TOM YHUCIE IHPPOBATbHBIE
(kpunrorpaduvecKme) CpeICTBA, CPEACTBA MPEAOTBPAILICHUS HECAHKITMOHUPOBAHHOTO JOCTYTIA,
yTeUKH UH(OPMALIUY IO TEXHUYECKUM KaHajlaM, IPOrPaMMHO-TEXHUYECKIX BO3JEHCTBHI Ha
TEXHUUYECKUE CPEJICTBA OOPAOOTKHU MEPCOHATBHBIX JIaHHBIX ), a TAKIKE HCIOIh3yEeMbIE B
nH(GOPMaAILMOHHOMN cucTeMe HH(OPMaLlMOHHbIE TEXHOJIOTUU. TeXHUYeCKHe U MPOrpaMMHBbIe
Cpe/CTBa JOJKHBI yAOBIECTBOPATH YCTAHABIMBAEMBIM B COOTBETCTBUU C 3aKOHOJATEIHCTBOM
Poccuiickoit @eaeparuu TpedoBaHUAM, 00€CTIEUHBAIOIINM 3aIIUTy UH()OPMALIHH.

Jnst obGecriedenrst 6€30MaCHOCTH MEPCOHATBHBIX JAHHBIX IMPH UX 00paboTKe B
MH(POPMALIMOHHBIX CUCTEMAX OCYILIECTBISETCA 3alluTa pedeBoi HHGopMauy u HHGpOpMaLuy,
o0pabaTbIBaeMOi TEXHHYECKIMH CPEICTBAMH, a TAK)Ke WHPOPMAIINH, TIPEICTABICHHON B BHJIE
UH(QOPMATUBHBIX JEKTPUUYECKUX CUTHAJIOB, (PU3UUECKUX IT0JIeH, HocuTeNel Ha OyMaXkHOM,
MarHUTHOM, MAarHUTHO-OIITHYECKON 1 MHOI OCHOBE.

3. MeToibI ¥ cTIOCOOBI 3aIUTHI HHPOPMAIIUU B HH(OPMAIIMOHHBIX CUCTEMaX yCTaHABINBAIOTCS
®denepalibHOI cITyK00i 10 TEXHUYECKOMY M SKCIIOPTHOMY KOHTpoutto 1 DeaepanbHOi ciyx00i
6e3onmacHocTH Poccuiickoit denepanuu B mpeenax ux MOJTHOMOYHM.

JlocTaTOYHOCTh MPUHSTHIX MEP MO 00eCIeYeHHI0 0€30MaCHOCTH ePCOHATBHBIX JAHHBIX MIPH HX
00paboTke B M”HGOPMAIIMOHHBIX CUCTEMaX OLICHUBAETCS MPH MPOBEIEHUU TOCYIaPCTBEHHOTO
KOHTPOJISL ¥ HaA30pa.

4. PabGotsl o obecrieyeHno 0€30MacHOCTH NEPCOHANBHBIX JaHHBIX MPH UX 00paboTKe B
MH(POPMALMOHHBIX CHCTEMAX SBJISIOTCS HEOTHEMIIEMOH 4acThio paboT MO CO3/IaHUI0
UH(POPMALIMOHHBIX CUCTEM.

5. Cpenctaa 3amuThl HH(GOpPMAIMK, TPUMEHIEMbIE B UHPOPMALIMOHHBIX CHCTEMAX, B
YCTaHOBJIEHHOM MOPSJKE MPOXOAT MPOLETyPy OLEHKH COOTBETCTBUSI.

6. IudopmMarmoHHble CHCTEMBI KIacCUPUIMPYIOTCS TOCYJapCTBEHHBIMUA OpraHaMH,
MYHUIATATBHBIMA OpTaHaMH, IOPUIMYECKUMH WA GU3MUECKUMU JTUIIAMH, OPTaHU3YIOIINMH U
(M) OCYILECTBISIOUIMMU 00Pa0OTKY MEPCOHATBHBIX JaHHBIX, a TAKXKE ONPEACISAIOIINME LETH
U cozepxanue o0pabOTKH NMEPCOHATBHBIX JAaHHBIX (Jaiee - OmepaTop), B 3aBUCUMOCTH OT
o0beMa 00pabaTbIBaeMbIX UMH IIEPCOHATBHBIX JAHHBIX M YTPO3 0€30MacCHOCTH KU3HEHHO
Ba)KHBIM MHTEpPECaM JINYHOCTH, OOIIECTBA U TOCYAapCTBa.

Hopsnok npoBeaenus kinaccudukanuy HHOOPMALMOHHBIX CUCTEM YCTaHABIMBAETCSI COBMECTHO
®DenepalbHO cITyK00ii 10 TEXHUYECKOMY U SKCIIOPTHOMY KOHTpouo, DeaepanbHoO ciyx00it
6e3omacaoctu Poccuiickoit @enepanuu 1 MUHHCTEPCTBOM HHPOPMALIMOHHBIX TEXHOJIOTHIA U
cBsa3u Pocculickont @enepanuu.

7. OGMEH NepCOHAIbHBIMU JAHHBIMH TP UX 00pa0b0TKe B MH(OOPMAITMOHHBIX CUCTEMAX
OCYHICCTBJIACTCA MO KaHallaM CBA3H, 3alllUTa KOTOPBIX OGGCHG‘-II/IBHGTCSI IMMyTeM pcain3allun
COOTBETCTBYIOIIUX OPTaHU3AIMOHHBIX Mep U (HJIH) TyTEM MPUMEHEHUS! TEXHHYECKUX CPECTB.

8. Pazmenienre nHGOPMAIIMOHHBIX CHCTEM, CIICIIHAIBHOE 000PY/I0BAaHUE U OXpaHa MOMEIICHUH,
B KOTOPLBIX BCACTCA pa60Ta C NCPCOHAJIBHBIMUA JAHHBIMU, OpraHu3alud peKnumMa OG@CHG‘-ICHI/ISI



0€30IaCHOCTH B 3TUX IMOMCHICHHUAX OOJIXKHBI obecreynBaTh COXPAaHHOCTb HOCHUTEICH
MNEPCOHAJIbHBIX NAHHBIX U CPCACTB 3allIUThI I/IH(I)OpMaI_II/II/I, a TaKKC HCKIK0YaTh BO3MOKHOCTbD
HEKOHTPOJIHUPYEMOI'0 IPOHUKHOBCHUA WA Hpe6I>IBaHI/I$I B OTUX NOMCUICHUAX ITOCTOPOHHUX JINII.

9. Bo3MoXxHbBIE KaHAJIbl YTEUKH WH(OpMAIMK IPU 00pabOTKE MEPCOHAIBHBIX TaHHBIX B
HH()OPMAITMOHHBIX CUCTEMAX omnpeaesitoTcs DeaeparbHON CTyKO00H M0 TEXHUYECKOMY U
AKCIIOPTHOMY KOHTpOITI0 1 DenepanbHoit ciryxk00ii 6ezonacHocTu Poccuiickoit denepanuu B
npejaenax ux MoJIHOMOYUH.

10. be3omacHOCTh MEPCOHAIBHBIX JAHHBIX TIPH UX 00pab0TKe B MH(OOPMAITMOHHONW CHUCTEME
obecreurBaeT OnepaTop WIH JHUI0, KOTOPOMY Ha OCHOBAHHUHU JOTOBOPA OMEPATOP MOpydaeT
00paboTKy IMepCOHABHBIX TAaHHBIX (J1aee - yIOIHOMOYeHHOE JHII0). CymecTBeHHBIM
YCIIOBHEM JIOTOBOpA SIBIISIETCS 0053aHHOCTh YITOJTHOMOUEHHOTO JIUIa 00eCIICUnTh
KOH(HUICHIIMATHLHOCT NEPCOHAIBHBIX JAaHHBIX H 0€30TIACHOCTh MIEPCOHABHBIX JTAHHBIX MTPH UX
00paboTke B MHGOPMAITMOHHOH cHCTEME.

11. [Ipu 006paboTKE MEPCOHATBHBIX JAHHBIX B HH(OOPMAIIMOHHON CHCTEME TOJDKHO OBITh
o0ecrieueHo:

a) IPOBEICHNE MEPONPUATHI, HAIPABICHHBIX HA MIPEIOTBPALLEHNE HECAHKIIMOHUPOBAHHOTO
JIOCTYIIA K TIEPCOHAJIBHBIM JAHHBIM U (WIM) Iepeiady UX JHIaM, He UMEIOIUM IIpaBa J0CTyMa K
Tako! MH(pOpMaIy;

0) cBOEBpeMEHHOE O0HapykeHHe (HaKTOB HECAHKIIMOHUPOBAHHOTO JOCTYIA K MEPCOHATHHBIM
AHHBIM;

B) HEJIOMYIIEHUE BO3/IEUCTBUS HA TEXHUYECKUE CPEACTBA aBTOMATU3UPOBAHHON 00paboTKU
NIEPCOHANBHBIX JIaHHBIX, B PE3YJIBTATE KOTOPOTO MOXKET OBITh HAPYIICHO HX
(GyHKIIMOHUPOBAHUE;

F) BO3MOXHOCTb HE3aMCJIUTCIIbHOT'O BOCCTAHOBJICHHUA IICPCOHATIBHBIX JAHHBIX,
MOI[I/I(I)I/ILII/IPOBaHHHX WM YHUYTOKCHHBIX BCJICACTBUC HCCAHKIITMOHUPOBAHHOT'O JOCTYIIAa K HUM;,

1) TIOCTOSIHHBIM KOHTPOJIb 32 00ECIIeYeHNEM YPOBHS 3aIMIEHHOCTH IEPCOHANIbHBIX JaHHbIX.

12. MeponpusTtus 1o odecrneueHno 0€30macHOCTH MEPCOHATBHBIX JaHHBIX IPU UX 00paboTKe B
MH()OPMAIMOHHBIX CHCTEMAaX BKIIIOYAIOT B ceOs:

a) oIpeeNIeHHe yrpo3 0€30MacHOCTH NMEPCOHANIBHBIX JIAaHHBIX MPU WX 00paboTKe,
(dopMHEpOBaHUE HA UX OCHOBE MOJICIH yTPO3;

0) pa3paboTKy Ha OCHOBE MOJIENIU YIPO3 CUCTEMBI 3aLIUTHI IEPCOHAIBHBIX TaHHBIX,
oOecrneunBaroIiel HEeUTPATU3aLUIO MIPEI0JIaraéMbIX YIpo3 C UCIIOIb30BAaHUEM METO/I0B U
CHOCO0OB 3aIUTHI IEPCOHATBHBIX JaHHBIX, PEyCMOTPEHHBIX /Il COOTBETCTBYIOILIETO Kjlacca
MH(POPMALIMOHHBIX CUCTEM;

B) MPOBEPKY F'OTOBHOCTHU CPEACTB 3aLIUThI HH(OPMAIMK K UCTIONIb30BAHUIO C COCTABICHUEM
3aKJIIOYEHUN O BO3MOXKHOCTH UX 3KCILIyaTallly;

T') YCTAaHOBKY U BBOJI B OKCILTyaTaIlUIO CPECTB 3alUThl HH(POPMAIIMH B COOTBETCTBHH C
AKCIUTYaTallMOHHON U TEXHUYECKON JOKYMEHTALNEN;



1) 00YYCHHE JIUII, UCTIOJB3YIONIUX CPEJICTBA 3aTUTHI HHPOPMAITUH, IIPUMEHSIEMbBIC B
WH(POPMAITMOHHBIX CUCTEMAaX, IPAaBIIIaM pabOThHI C HUMU;

€) y4eT MPUMEHSIEMbIX CPEICTB 3alUThl HH(OPMALIUH, SKCIUTyaTAlIMOHHOW U TEXHUYECKOM
JIOKyMEHTAIlMU K HUM, HOCUTEJIEH TIepPCOHATBbHBIX JaHHBIX;

) y4eT JIMII, JOMYIIEHHBIX K paboTe ¢ MepCOHANbHBIMU JJaHHBIMU B UH(POPMALIMOHHON CHUCTEME;

3) KOHTPOJIb 32 COOIIO/ICHUEM YCIOBUI MCTIONB30BaHUS CPEJCTB 3alUTH HHPOPMAIIIH,
MPEIYCMOTPEHHBIX SKCILTYaTaAllMOHHOW M TEXHUYECKOW IOKYMEHTAIIUEH;

1) pa30upaTenbCTBO U COCTABIICHUE 3aKIIOUYCHHUN 1O (haKTaM HEeCOOIIOICHHSI YCIIOBHM XpaHeHHUs
HOCHTEJEH MePCOHANBHBIX JaHHBIX, HCIOIb30BAHHS CPE/ICTB 3alIUThHI HH(OpMaNnH, KOTOphIe
MOTYT IPUBECTH K HAPYIIECHHIO KOH(UACHIUATEHOCTH MEPCOHABHBIX TAHHBIX WX APYTUM
HapyLICHUSIM, TIPUBOAAILIMM K CHI)KEHHIO YPOBHS 3alIUIICHHOCTH MEPCOHAIBHBIX JaHHBIX,
pa3paboTKy U MPUHATHE MEP IO MPEIOTBPALICHUIO BO3MOKHBIX ONACHBIX MOCIEICTBUN
NOAO0OHBIX HAPYIICHNH;

K) OIMMCAHUEC CUCTEMBI 3aIlIUTHI ICPCOHAJIBHBIX JaHHBIX.

13. [nist pa3pabOTKH U OCYIIECTBICHHUS MEPOIIPUATHH 110 0OecrieueHuI0 0€30IacHOCTH
NIEPCOHANBHBIX JIaHHBIX MPH UX 00pab0TKe B MHPOPMAIIMOHHOMN CUCTEME OIIEPATOPOM WITH
YIIOJTHOMOYEHHBIM JIMIIOM MOKET Ha3HA4aThCsl CTPYKTYPHOE MOJIPa3/IeICHUE WITH TOJHKHOCTHOE
nuno (pabOTHUK), OTBETCTBEHHBIC 32 0OecreueHre 0€30MacHOCTH ePCOHABHBIX JaHHBIX.

14. JIuma, TOCTYI KOTOPBIX K MTEPCOHAIILHBIM JaHHBIM, 00padaThiBaeéMbIM B HH(POPMAITMOHHOM
cucTteMe, He0OXO0AUM ISl BBITIOJTHEHHUS CITY>KEOHBIX (TPYIOBBIX) 00sI3aHHOCTEH, TOMYCKAIOTCS K
COOTBETCTBYIOIINUM MEPCOHAIBHBIM JAHHBIM Ha OCHOBAHUHU CITUCKA, YTBEPIKIEHHOTO
OIIEPATOPOM WIIN YIIOJITHOMOYEHHBIM JIUI[OM.

15. 3anpoce! nonp3oBaresei HHPOPMALMOHHOMN CUCTEMbI Ha TIOJTYYEHHE EPCOHAIBHBIX
JAHHBIX, BKJIIOYAs JIUI, YKa3aHHBIX B yHKTE 14 HacTosmero [TomoxxeHns, a Takke GpakTol
NPEeOCTaBIICHHS IEPCOHATBHBIX JAHHBIX 0 3TUM 3aIPOCaM PETUCTPUPYIOTCS
aBTOMATU3MPOBAHHBIMU CPEJICTBAMU MH(POPMAIIMOHHOMN CUCTEMBI B 3JIEKTPOHHOM KypHae
oOpamiennii. ConepkaHue 3JEKTPOHHOTO KypHasia 0OpallleHui MepruoAndecK MpoBepsIeTcs
COOTBETCTBYIOIIUMH JODKHOCTHBIMU JIUIIAMH (PaOOTHUKAMH) OTIepaTopa Mtk
YIOJIHOMOYEHHOTO JIMLIA.

16. ITpu oOHapy>KeHUH HAPYIICHUH MOPSAKA MTPEAOCTABICHUS MEPCOHANTBHBIX JAHHBIX OTIEPATOP
HJIM YIIOJTHOMOYCHHOC JIMIIO HE3AMCAJIUTCIIBHO ITPUOCTAHABIMUBAIOT NPCAOCTABIICHUC
MEPCOHAIBHBIX JaHHBIX MOJIH30BATENSIM HHGOPMAIITMOHHON CUCTEMBI J10 BBISBICHUS IPUYUH
HapyILICHUH U yCTPAHEHUS 3TUX IPUYHH.

17. Peanu3anus TpeboBanmii Mo odbecreueHno 0€30MacHOCTH MH)OPMAIH B CPEJCTBAX 3AILUTHI
nH(pOopMannyu BO3IaraeTcs Ha UX pa3paboTYHKOB.

B oTHOmeHn# pa3paboTaHHBIX MH(POBATBHBIX (KPUNTOTPAQUIECKUX) CPEACTB 3alIHTHI
UH(pOpMaLIUY, NTpeIHa3HAUYEHHBIX Ul o0ecreueHns 6e30MacCHOCTH MEPCOHATIBHBIX JAHHBIX MPU
ux 00paboTke B MHPOPMAITMOHHBIX CUCTEMAX, IPOBOSATCS TEMAaTHUECKUE UCCIICIOBAHUS
KOHTPOJIbHbIE TEMaTHYECKHE UCCIICOBAHUS B LIEJISIX IPOBEPKHU BBIIIOJHEHUS TPeOOBaHUIl 110
6e3onacHocty uHpopmauuu. I1pu 3TOM Mo TeMaTUUECKUMHU HUCCIIEI0OBAaHUSIMHU ITOHUMAIOTCS
KpHUnTorpaduyeckue, THXEHEPHO-KPUNITOrpaguUuecKre U CrielualbHble UCCIe0BaHMs CPEJICTB



3allUThI I/IH(bOpMaHI/II/I " CIICHUaJIbHBIC pa60TI>I C TCXHUYCCKUMU CpCACTBAMU I/IH(bOpMaIII/IOHHBIX
CUCTEM, a IO KOHTPOJIbHBIMU TCMATHYCCKUMHU UCCIICAOBAHUAMU - ICPUOAUICCKU ITPOBOAUMEIC
TEMATUYCCKUEC NCCIICIOBaHNAA.

KonkpeTHble CpoKH TPOBENCHUSI KOHTPOJIBHBIX TEMATUYECKUX UCCIIEIOBAHUMN ONIPEACIISIIOTCS
®enepanbHOil ciy:x00ii 6e3omacHocT Poccuiickoit denepanuu.

18. Pe3ynbTaThl OIIEHKH COOTBETCTBHS M (MJTM) TEMATHYECKUX MCCIICIOBAHUN CPEACTB 3alUTHI
uHpOpMAaIUH, MPEAHA3HAYCHHBIX 11 00ecredeHnss 0€30IaCHOCTH MEPCOHANBHBIX JaHHBIX MPH
ux 00paboTke B MHGOPMAIIMOHHBIX CUCTEMaX, OIIEHUBAIOTCS B X0J1€ IKCIIEPTHU3HI,
ocyiecTBisieMoil denepanbHOM ¢y k00 M0 TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJIIO
®denepanbHOl City)00i 6e3omacHocTr Poccutickoit deneparuu B mpeaenax ux MOJTHOMOYH.

19. K cpeactBam 3amuthl HHGOPMALINH, PETHAZHAYCHHBIM IS 00eCTieYeHHsT 6€30MacHOCTH
NEPCOHAIBHBIX JaHHBIX MPH UX 00pab0TKe B MHPOPMALIMOHHBIX CHCTEMaX, PUJIaratloTcs
IpaBUJia OJIB30BaHUS ATUMH CPEICTBAMU, coryiacoBaHHbIe ¢ DenepanbHOM ciyk00i 1o
TEXHUYECKOMY U IKCIIOPTHOMY KOHTpoIto U DenepanbHoi ciy:x00ii 6e3onacHocTu Poccuiickoit
denepannu B mpeaenax ux moJHOMOYHUH.

W3meHeHne ycnoBUi MPUMEHEHUS CPEACTB 3aIlUThl HMHPOPMALIUH, TIPelyCMOTPEHHBIX
yKa3aHHBIMH [IPaBUJIaMH, COTJIACOBBIBAECTCA C 3TUMH (peepanbHbBIMU OpraHaMu
VCITOJIHUTEJILHOM BIIACTH B IIPEAEIIaX UX MOJTHOMOYUH.

20. CpeactBa 3aIuThl HHPOPMALINY, NTpeIHA3HAUYECHHBbIE 17151 0OecreueHus: 0€30MacHOCTH
NIEPCOHANBHBIX JAHHBIX MPH WX 00paboTKe B MHPOPMAIIMOHHBIX CHCTEMaX, MOJIEKAT YUETy C
MCIIOJIb30BAaHUEM MHJIEKCOB WM YCIOBHBIX HAMMEHOBAHUMN U PErMCTPALMOHHBIX HOMEPOB.
[IepeyeHp MHAEKCOB, YCIOBHBIX HAMMEHOBAHUM U PETUCTPALMOHHBIX HOMEPOB ONPEAEIIAETCSA
®DenepalibHOI cITyK00i 110 TEXHUYECKOMY U SKCIIOPTHOMY KOHTpoutto 1 DefepanbHO ciyx00it
6e3omacHocTH Poccuiickoit denepanuu B mpeenax ux MOJTHOMOYHA.

21. OcobeHHocTH pa3padOTKH, POU3BOJCTBA, peAU3alMK U HKCIUTyaTaluH MU(POBATBHBIX
(kpunTorpaduueckux) CpeACTB 3alUThl HH(OPMALMU U NIPEIOCTABICHUS YCIYT 110

MK (POBAHUIO TIEPCOHANBHBIX TaHHBIX MTPHU UX 00paboTKe B MHPOPMALIMOHHBIX CHCTEMAaxX
ycTtanaBnuBatotca PenepanbHoit ciyx00it 6e3onacHocTu Poccuiickoit @enepariui.

AHHOTAUA

B nensx peanuzanuy KOHCTUTYIIMOHHOTO MpaBa Ipa)<1aH Ha HEMPUKOCHOBEHHOCTh YaCTHOM
YKU3HU, INYHYIO U CEMEIHYIO TallHy yCTaHOBIIEHBI TPeOOBaHUS K 00ECIIEUeHHI0 0€30IaCHOCTH
NEPCOHAIBHBIX JaHHBIX MPU KX 00pabOTKE C MCIIONIB30BAHUEM CPEICTB aBTOMATH3AIIIH.

[lepcoHanbHBIMHU JaHHBIMH MTPU3HAIOTCS JIIOOBIE CBEICHUS O (PU3UUECKOM JIUIIE, B TOM YHUCIIE
ero ®U1O, rox, mecsl, 1aTa U MECTO POKACHUSA, aIPEC, CEMENHOE, COIIMATIbHOE, UMYILIECTBEHHOE
NOJIOXKEeHKe, 00pa3zoBaHue, npodeccusi, JOX0bl, a TaKkxke Apyras uHdpopmarus. besonacHoCTh
HEPCOHATIBHBIX TAHHBIX TOCTHTAETCS ITyTEeM HCKITIOYCHUS! HECAaHKIIMOHUPOBAHHOTO, B TOM YHCIIE
CJIy4aifHOTO, IOCTYTa K NEPCOHATIBHBIM JaHHBIM, PE3YJIbTaTOM KOTOPOTO MOXKET CTAaTh
YHUYTOXKCHUE, N3MEHEHHE, OJIOKMPOBaHUE, KOIMPOBAHUE, PACTIPOCTPAHEHUE MTEPCOHABHBIX
JTAHHBIX, a TAK)KE€ WHBbIC HECAHKITMOHUPOBAHHBIE JICHCTBHSI.



be3onacHoCTh epcoHaNbHBIX JaHHBIX MPU UX 00paboTke o0ecneunBaeTcs pa3IuuHbIMU
CpeICTBAMU 3alUTHI HHPOPMAIHH (B TOM YUCIEe, MU(PPOBATbHBIE (KPUIITOTpapUIeCKHE)
CpeZICTBa, CPEICTBA MPEAOTBPAIICHUSI HECAHKIIMOHNPOBAHHOTO JIOCTYIa, YTEYKH HH(DOpMaIiH
[0 TEXHUYECKUM KaHajiaM U T.11.). CpezcTBa 3auThl HHPOPMALIMU B YCTAHOBJIEHHOM MHOPSIIKE
MPOXOJAT MPOLEAYPY OLIEHKH COOTBETCTBHS. METOMbI M CTIOCOOBI 3alUTH HH(POPMAIIUN
ycra"asinuatorcds PCTOK Poccun u ®Ch Poccun.

PaGoTsI o obecrieueHnto 0€301MacHOCTH MIEPCOHANIBHBIX JIAHHBIX MPU WX 00pabOTKE SIBISIOTCS
HEOTHhEMJIEMOI YyacThio paboT MO CO3/IaHUIO COOTBETCTBYIOUIMX HH()OPMAITMOHHBIX CUCTEM.
Pa3menienne nHGOPMAIIMOHHBIX CUCTEM, CIIEIMAIbHOE 000pYyIOBaHNE M OXpaHa IOMEIICHUH, B
KOTOPBIX BEACTCA pa60Ta C NCPCOHAJIBHBIMHA JJAHHBIMU, OpraHnu3alusd peKumMma OGCCHG‘ICHI/ISI
0€30MaCHOCTH B ATHX IMOMEIICHHSX JTOJIKHBI 00€CIIeYNBaTh COXPAHHOCTh HOCHUTEIICH
MNEPCOHAJIbHBIX NAHHBIX U CPCACTB 3allIUThI I/IH(bOpMaL[I/II/I, a TaK¥XKC€ UCKIIOYAaTh BO3MOKHOCTb
HEKOHTPOJIUPYEMOT'O IPOHUKHOBEHHSI MJTH TTPEOBIBAHUS B ATHX TOMEIIEHUSIX TOCTOPOHHUX JIUII.

HN3meHnenus

[Mocranosnenwne [IpaBurtenscTBa PD ot 17 HOs6ps 2007 1. N 781 "OO6 yTBep K IeHIH
[Tonoxenus o6 obecrnedeHnu 0€30MaCHOCTH MEPCOHANBHBIX TaHHBIX MIPU UX 00paboTKE B
MH(QOPMALMOHHBIX CHCTEMaX MEPCOHAIBHBIX T1aHHBIX"

Texct nmocraHoBieHus onmyoaukoBaH B "Poccuiickoii razere" ot 21 nostopst 2007 . N 260, B
Cob6pannu 3akoHoAaTenbcTBa Poccuiickoit deaepanuu ot 26 Hosi0ps 2007 1. N 48 (wacts 1) cT.
6001



